A question of confidentiality Why is confidentiality so important or valuable in itself ? Most of the available professional codes do not answer this question. They assume that the value of confidentiality is self-evident, and do not seriously examine the grounds for maintaining relationships of confidentiality, nor do they provide adequate moral or philosophical justification for doing so. It is customary to point to the Hippocratic Oath and then to imply that its provisions have governed doctor-patient relationships since the 5th century BC. For example, the BMA handbook on Medical Ethics' begins with an appeal to the Oath as a foundation for medical ethics. In a recent statement on confidentiality the Royal College of Psychiatrists asserts: One of the few provisions of the Hippocratic Oath which has remained unaltered over nearly 3,000 years is that relating to confidentiality: 'And whatsoever I shall see or hear in the course of my profession, as well as outside my profession in my intercourse with men, if it be what should not be published abroad, I will never divulge, holding such things to be holy secrets. ' 'I will respect the secrets which are confided in me, even after the patient has died. ' 2 This appeal to the '3,ooo year-old tradition of the Hippocratic Oath' is not historically justified, because the Oath has not been a regular or constant basis of medical practice through the ages. We should remember that the oath originated in what was an esoteric cult, and the obligations of secrecy were as much concerned with protecting trade secrets and maintaining control over initiates as they were concerned with the patient's interest. (It might be remarked in passing that it is always as much in the practitioner's as the patient's interest to maintain relationships of confidentiality, especially in private practice). In fact, the Oath only applied to the Hippocratic School and there were other schools in antiquity without such requirements. With the establishment of the mediaeval universities and faculties of medicine, and with the attempts by Roger II of Sicily in II 40 and Frederick II in 1224 to control and regulate healing practices by legislation, new interest in the Oath was shown by certain guilds of physicians. However, its use never became general. It was only during the late eighteenth and early nineteenth centuries, when physicians and surgeons were struggling to achieve recognition as professionals in their own right, that the demand for an explicit code of professional practice became important. 3 The Hippocratic Oath thus came to be adopted as the trademark of the Victorian doctor, as physicians and surgeons buried the hatchet and turned to more subtle forms of internecine conflict. One of the paradoxes faced by modern medicine and one of the reasons why the Hippocratic Oath has had to be qualified by so many other Codes and Declarations, is that modern medicine is built not on secrecy and rites of initiation, but on exoteric scientific knowledge, on free publication and open access to the results of medical research. These developments now compel us to re-examine the grounds for confidentiality.
Is there a principle of confidentiality? It is a doctor's duty strictly to observe the rule of professional secrecy by refraining from disclosing voluntarily to any third party, information which he has learned directly or indirectly in his professional relationship with the patient. The death of the patient does not absolve the doctor from the obligation to maintain secrecy. 4 However, there immediately follow a list of five kinds of exception:
The exceptions to the general principle are: a) the patient or his legal adviser gives valid consent b) the information is required by law c) the information regarding a patient's health is given in confidence to a relative or other appropriate person, in circumstances where the doctor believes it undesirable on medical grounds to seek the patient's consent d) rarely, the public interest may persuade the doctor that his duty to the community may override his duty to maintain his patient's confidence; e) information may be disclosed for the purposes of any medical research project specifically approved for such exception by the BMA including information on cancer registration. 5 What, one might ask, remains of the patient's right to privacy if the doctor's discretion is so large? If it were not in the doctor's own interest to maintain relationships of confidentiality, one wonders if the reaffirmation of the patient's right to privacy would amount to more than pious rhetoric. It is significant that except in the case ofthe doctor being required by law to disclose information in court, the other caveats offered serve to emphasise either the autonomy of the medical profession in deciding what is in the common good (in matters relating to Public Health, Medical Research and Health Service Planning), or in emphasising the doctor's right to independent clinical judgement, (in situations where he considers it undesirable to seek the patient's consent to disclose information).
The point at issue is not whether the medical profession should be an autonomous self-regulating body, nor is it a matter of undermining or attacking the doctor's clinical judgement. The question is whether confidentiality is a matter of principle or a matter of practical medical expediency. Is there really a 'principle of confidentiality' as the BMA asserts? If so, why do more doctors not go to prison rather than divulge professional secrets ? Is a person entitled to privacy as a 'right'? In certain circumstances that right is enforceable in a court of law -in the sense that an injured party can seek legal redress for the public disclosure of confidential information. However, what kind of right is it, and what weight should it be given in relation to other rights ? Is it an unconditional moral right ? Should the privilege of withholding confidential information which applies in this country only to The moral situation in which patient and doctor encounter one another is one which gives to privacy a special value, confidential privacy is inherent in the situation as a moral pre-supposition for at least three reasons:
i) The patient approaches the doctor under duress of fear, pain or need. This means that the patient is inherently vulnerable and disadvantaged in relation to the doctor. The 'contract' between them is not a contract as between equals (hence it maybe misleading to speak as some sociologists do of patients as 'consumers'). The patient is a patient (ie a sufferer), a person who may well be conforming to the sick role, but whose disease has forced him to accept the limitations and obligations of that role as well as its possible advantages. The moral responsibility of the doctor in the first instance is to respect the vulnerability of the 'patient'; his privacy in this sense.
2) The fact that the doctor is a member of a consulting and not just scholarly profession, means that 'patients' come At the practical level, as Balint9 suggests, 'the efficacy of the drug: Doctor' depends upon it. A great deal of the efficacy of medicine depends on 'the placebo effect', the ability of the doctor to win the confidence and trust of the patient and to maintain it often for many years.
However, this confidence (cum-fides) is not just desirable for its therapeutic benefits, it is an essential pre-supposition of the contract of cooperation in mutual truthfulness into which doctor and patient enter. Whereas privacy is primarily in the patient's interest, confidence is in the mutual interest of the contracting parties. It is the expression of willingness to enter into the contractual relationship, of the patient's willingness to submit to the doctor's authority and of the doctor's willingness to attend to the patient's needs to the best of his ability. The relationship is not established once and for all, and, as Balint has suggested, the doctor and patient are involved in an on-going negotiation of the limits of their confidential relationship and the limits of truthfulness or openness in that relationship through a series of symptoms offered by the patient and responses by the doctor. Or, as Friedson 10 says:
The patient, for instance, is likely to want more information than the doctor is willing to give himmore precise prognoses, for example, and more precise instructions. Just as the doctor struggles to find ways of withholding some kinds of information, The nature of confidentiality 6i so will the patient be struggling to find ways of gaining access to, or inferring such information. Similarly, just as the doctor has no alternative but to handle his cases conventionally (which is to say, soundly), so the patient will be struggling to determine whether or not he is the exception to the conventional rules.
In the conflict/co-operation underlying doctorpatient interaction, mutual confidence is a necessary prerequisite. Distrust on either side is enough to bring a relationship to an abrupt end. Insofar as confidence in this situation is essential to the functioning of the relationship, implicit respect for mutual confidences is implied. However, the nature, form and limits of that confidentiality may not be specified or explicit and perhaps ought to be negotiated more explicitly.
It is generally maintained, especially by doctors and in the pious or indignant statements issued by their professional associations, that confidentiality is maintained primarily in the patient's interest. This assumption needs to be questioned if we are to get beneath the surface of the public rhetoric and consider more seriously the practical value and moral significance of confidentiality. The secret of the doctor's power over his patient lies precisely in his possession of what is often vital confidential information (at least in the patient's view). Medical pieties about confidentiality might be more convincing if doctors were more candid about the part played in the 'management' of patients by the control and selective disclosure of information. It is also evident in the inter-collegial and interprofessional dealings of the doctor that the selective disclosure of confidential information is used by the doctor both to assert and maintain control over 'his' patients. The making of referrals is obviously a game requiring great skill or art, both when it involves defining limits to responsibility for individual patients, and when it involves 'passing the buck'. The cruder forms of this exploitation of confidental information to maintain control of patients are perhaps more obvious in a situation of fee-paying private medicine, but they operate none the less in the NHS too.
To put the issue into perspective it is perhaps necessary to stop and ask: whose confidences are they, anyway? In a sense the question has a simple answer: they are the patient's confidences and that is why the doctor has no moral right to use confidential information without the consent of the patient or in the patient's interest.
A radical expression of this point of view, and a serious attempt to discuss and analyse its implications for medical practice, is the important article by Shenkin and Warner entitled 'Giving the patient his medical record: a proposal to improve the system'. They argue that giving the patient his medical record would: a) provide the patient with better and more reliable information, b) lead to better patient compliance with medical advice, c) serve as an educational tool and, d) encourage the patient to accept more responsibility for his own health.
Further they argue that this would mean better continuity in patient-care in an increasingly mobile population, enable the patient to exercise wider freedom in the choice of medical practitioners and consultants, and improve physician-patient relations by making the relationship dependent on more rational negotiation of contracts.
The advantages to physicians of such an arrangement would be, they argue, that it would have the effect of promoting more regular and formal, though decentralised peer review, encourage doctors to keep up to date and learn from one another. They also claim this would lead to greater career satisfaction, as such decentralised peer review would provide recognition for excellence in the practice of medicine rather than merely emphasise the prestige of sophisticated research and high technology medicine as the present system tends to do. It would also work to support the autonomy of the physician and militate against the tendency to centralised bureaucracy in health-care systems: Adopting the Proposal would reduce fears about physician accountability and quality. Self-regulating, decentralised peer review would provide better individual assessments than centralised review, since reviewers could correlate the patient himself with his record, instead of merely checking its internal consistency. Both inpatient and outpatient records would be used, and information would be generated precisely at the points of usage -patients and colleague physicians. On the other hand, some functions of centralised peer review, such as standard setting, would not be pre-empted. There is a public dimension to confidentiality too, the question of the public confidence in the profession. The crisis of identity through which the profession is passing as well as a possible crisis of confidence in the medical profession expressed by increasingly strident public criticism of doctors, argues the need for the profession to renegotiate its contract with the public if confidence is to be restored. The BMA in its Handbook on Medical Ethics, tends to be rather arrogant about the ethical standards and traditions of medicine and rather dismissive of social work and other professions. However, the present situation in medicine with regard to confidentiality might well be illuminated by consideration of the example of social work. 14 Because the status of social work as a profession is still disputed and uncertain and because it is notoriously difficult to set limits to the social worker's task and responsibilities, it has proved necessary in practice for social workers to negotiate fairly explicit contracts with their clients. Likewise, because the social worker has to act as a go-between and advocate on behalf of the client in so many situations (as between client and local authority, hospital, police, etc.) and as an agent of the Courts or the hospital in other situations, it has proved necessary for him to negotiate very carefully the bounds of confidentiality in his dealings with clients and on behalf of clients.
Between the extremes of paternalistic and authoritarian medicine, on the one hand, where the doctor decides on the control and appropriate disclosure of informnation; and the liberal alternative of giving the patient his medical record and treating the patient's right to decide on the limits of confidentiality as sacrosanct, there stands what I would call the social work model. This model has several advantages: it is flexible and adaptable to the needs of different people and patients with different kinds of complaints; it is based on a more open and democratic procedure; it allows due respect for the patient's rights but also leaves scope for the discretion and independent judgement of the doctor. While it does expose the patient to the risk of undue pressure the demand that the limits of confidentiality should be explicitly determined within the confidential relationship itself rather than by external formal rules means that the process ought to be self-regulating and self-correcting, subject only to the demands of accountability before the courts and the laws of libel. It means that the doctor or other professional becomes not simply the patient's representative but also society's representative in representing to the patient the demands of the common good -where the disclosure of confidential infornmation may be of benefit to others besides himself.
All the authorities seem to agree that the traditional safeguards against breaches of confidentiality which operated fairly successfully in the patient/family-practitioner situation, do not work adequately in modern hospitals and increasingly socialised medicine. It is arguable therefore that the mutual interests of patient and doctor could best be served by more open and explicit discussion of the limits of confidentiality (the determination of what bits are confidential and which are not) so that both know where they stand, and by an extension to doctors of the privilege which applies to lawyers when the issue is the disclosure of proscribed bits of information. It is not enough to speculate that patients would object to the disclosure of particular bits of information. The experience of social workers suggests that there is relatively little that clients regard as strictly confidential. Most of what is required for efficient health service planning, medical research, etc. can be obtained, it is suggested, without too much difficulty; but when confidentiality is important it is crucially important, and should be recognised as such. The vital issue is to determine when it is really important, and can only be breached with grave consequences for patient/doctor trust and with damaging consequences for the patient.
SECRECY: THE DOCTOR'S RIGHT TO INDEPENDENT CLINICAL JUDGEMENT
In the introduction it was suggested that secrecy should be included among the values implicit in confidentiality. It may well be asked, however, whether secrecy can be regarded as an end in itself or merely as a means to an end. In earlier times when medical and psychiatric knowledge was more insecure, and uncertain of its scientific base, members of the profession relied more explicitly on secrecy. In fact, it might be suggested that the more uncertainty, the more secrecy tends to surround that area of medicine, not only to protect the doctor but to protect the patient from his ignorance.
However, it is arguable that there is and will remain a perennial tension in medicine between the esoteric 'cultic' aspect of medicine and the public exoteric and scientific aspect, between the saving, redemptive aspects of medicine and those aspects concerned with knowledge, prediction and control of the disorders of human life. On the one hand, the doctor's secrets, both his knowledge of the mysteries of medicine and his knowledge of the intimacies of his patients' lives, is the secret of his power. On the other hand, it is also the basis of his claim to autonomy in the exercise of his clinical judgement, knowledge and expertise, and familiarity with the needs of his patient. The aura of secrecy also serves to create patient dependence and compliance, defines the boundaries of the sick role and creates the need for appropriate magic, whether in the form of physical procedures or drugs. However it also conveys a residual feeling of suspicion which can erupt into an 'anti-clerical' backlash against the whole medical establishment.
Medical science in its public and exoteric character has a double effect on public attitudes. On the one hand, more general education of the public in scientific and medical matters creates pressure towards the democratisation of health-care, suggests the possible liberation of patients from doctor-dependence and creates the demand for a new contract between the medical profession and the public based on respect for patients' rights. On the other hand, the claim of medicine to be scientific, to be able to discover and explain the causes of disease, to predict and control their consequences, creates the spiral of rising expectations that medicine will be able to cure all humanity's ills. Both tendencies unfortunately often lead to increasing public scepticism and disillusionment and to an increase in 'doctor bashing'. The disappointment of public hopes in psychiatry seem to be a particular case in point.
The dialectic of secrecy and openness in medicine is obviously part of the practical situation we have to take into account, but it does not illustrate how secrecy might be regarded as a value in its own right. Part of the difficulty is that we tend to invest secrecy in general with a negative value, even implying that it is synonymous with deceit. This is because we tend to apply the paradigm of scientific truth inappropriately to personal relationships, and uncritically accept the rationalist and liberal ideal of openness as the norm of behaviour for professional relationships. Science is concerned with the abstract and impersonal relationships of facts and propositions. Medicine, insofar as it is a human science is concerned with the degrees of truthfulness possible in different kinds of personal relationships. Secrecy and truthfulness stand in a different relationship from truth and falsity, truth and error or truth and deceit. While truth and falsity apply to statements, truth and error to man's practical judgements and actions, truthfulness and deceit apply to the subtle inter-actions of persons in confidential relationships. In a brilliant essay on 'What is meant by "telling the truth" ?' Bonhoeffer 1 5 suggests that 'it is only the cynic who claims "to speak the truth" at all times and in all places to all men in the same way' and that in reality such an attitude is destructive of the living truth between men:
He wounds shame, desecrates mystery, breaks confidence, betrays the community in which he lives, and laughs arrogantly at the devastation he has wrought and at the human weakness which 'cannot bear the truth'. Secrecy is not the enemy of truthfulness but the companion and guardian of truthfulness as we explore the possibilities for truthfulness in a given situation. Secrecy from this point of view has a value because it has an intimate relationship with the determination of the truth in each unique human situation and the expression of truthfulness in personal relationships:
From the moment in our lives at which we learn to speak we are taught that what we say must be true ... It is clear that in the first place it is our parents who regulate our relation to themselves by this demand for truthfulness; consequently, in the sense in which our parents intend it, this demand applies strictly only within the family circle. It is also to be noted that the relation which is expressed in this demand cannot simply be reversed. The truthfulness of a child towards his parents is essentially different from that of the parents towards their child. The From this it emerges already that 'telling the truth' means something different according to the particular situation in which one stands. Account must be taken of one's relationships at each particular time. The question must be asked whether and in what way a man is entitled to demand truthful speech of others. Speech between parents and children is, in the nature of the case, different from speech between man and wife, between friends, between teacher and pupil, government and subject, friend and foe, and in each case the truth which this speech conveys is also different. Telling the truth is then a matter of learning discrimination. It is a matter of sensitive appreciation of the demands of real situations and fidelity to the people involved in it. The example Bonhoeffer uses of the child forced into telling lies to protect his family when subject to interrogation by the police or a school teacher, is, he insists not a case of deceit, but the necessary use of secrecy to preserve the demands of truthfulness in situations of different kinds. We have here the paradox of the lie which is ultimately more truthful than the bare truth, because it attempts to safeguard the confidentiality of truth specific to each situation. If truthfulness in personal relationships is expressed in terms of 'fidelity to the demands of the situation' and 'responsibility to other people', then secrecy is intimately involved as a value implicit in truthfulness and deceit is in fact very rare and perhaps best exemplified by the cynic who is determined to 'tell the truth and be damned '. Finally, there is a common kind of situation in which the rules of ordinary confidentiality may be called in question, the crisis of the confidential relationship involved in the death or suicide of the patient. Death highlights the limits of the doctor's confidence and perhaps underlines for him the fragmentariness of his knowledge and the failure of his art, especially in the case of premature death. However, death also represents something metaphysical which points to the ultimate boundaries of human experience and raises questions about the significance of human life and the meing of the human condition. As such, it may be that in the face of death, doctor and patient need to re-examine the pre-suppositions of privacy, confidence and secrecy on which the confidential relation is based. Is the intense difficulty and anxiety experienced by doctors in communicating bad prognoses related to their own unwillingness to penetrate the secrets of death with the dying in the kind of truthfulness which involves both fidelity to the demands of this new and unique situation and responsibility to the patient as person faced with a unique and unrepeatable life crisis ?
